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ABSTRACT

Information security is a current issue of protection of information assets that considers significant
variables of a strategic, organizational and IT governance nature, and that requires to analyze the
compliance with international standards that regulate business actions. In this way, the work analyzes
institutional compliance to improve information security applying the Analytic Hierarchy Process
methodology to the specific practices defined in ISO/IEC 27002:2013. Expert Choice has been used
as Decision Support Systems that has generated as a result the ranking of priorities of the criteria and
alternatives used in the decisional process. It has been later applied in a medium-sized Brazilian industrial
company. The results identify that the main security practice is the one related to the independent critical

analysis of information security.

Keywords: Information security, Compliance, Security practices, Analytic hierarchy process,
Decision support system

Manuscript first received: 2018/11/25. Manuscript accepted: 2019/10/10

Address for correspondence:

Pedro Solana-Gonzdlez, University of Cantabria, Santander, Spain. Email: pedro.solana@unican.es

Adolfo Alberto Vanti, Universidade Federal de Santa Maria, Santa Maria, RS, Brazil. Email: adolfo.vanti@san.uri.br

Karen Hackbart Souza Fontana, Educational Institution Sdo Judas Tadeu, Porto Alegre, RS, Brazil. Email: karen.hsfontana@gmail.com

Published by TECSI FEA USP, Brazil — 2019 www.jistem.fea.usp.br IQ)sy |


mailto:pedro.solana@unican.es
mailto:adolfo.vanti@san.uri.br
http://creativecommons.org/licenses/by/4.0/deed.en

2 Solana-Gonzalez et al.

INTRODUCTION

Information security is a dynamic process that facilitates the information protection as the main
organizations’ asset and reaches a strategic significance (May, 2003; Doherthy & Fulford, 2005; Park
& Ruighaver, 2008). This happens in the field of banking, since such type of organizations, which
have operational risk, also have its own business risk (Shamala et al., 2015). Therefore, they might
lose their ability to properly manage information and their critical processes (customers, suppliers
and internal processes) can be affected by even stopping working (OECD 2005; COM, 2006; Pérez-
Gonzalez & Solana-Gonzélez, 2006) due to the increase in cyber-attacks (Li et al., 2019).

Therefore, information security has become a globally essential element for organizations since it
reduces risks and improves the information compliance (Safa, Von Solms & Furnell, 2016). Likewise,
in payment cards development and even in the protection of the information security infrastructure
in smart cities (Hasbini, Eldab, & Aldallal, 2018) it has become a concern both for scholars and
specialized professional, by considering the challenges and practices that help organizations to
more accurately and faster detect the breaches and as self-learning for the continuing refinement
(McLaughlin & Gogan, 2018).

Information security can be defined, according to Sémola (2014), as an area of knowledge
devoted to the information assets protection against unauthorized access, undue disturbances or
its unavailability. Due to Information Technologies (IT) development, information security now
covers different topics such as could computing security, the internet of things (IoT) security, user
authentication, network security, hardware security, software security, and data encryption (Awad,
2018).

Researches related to cyber security also increasingly consider the strategic, organizational and
IT governance variables by analyzing issues related to compliance of information security standards
and its certification (Kim, Leem, & Lee, 2005; Kwon et al., 2007; Siponen & Willison, 2009). Such
researches also study real cases of information security application in large companies and public
bodies (Smith & Jamieson, 2006; Solana-Gonzalez & Pérez-Gonzalez, 2011).

In this regard, information security is recognized as a process (Dhillon & Backhouse, 2000;
Navarro, 2006) which is developed within an organizational context from which it can’t be isolated and
which is completely affected. It is a process in which both people and technology actively participate.
Thus, since information security is an issue that affects the whole organization, it is needed to deepen
its study and broaden the analysis through interdisciplinary approaches which consider organizational
and corporate variables by including the compliance analysis to improve its comprehension and
implementation by the companies (Melville, Kraemer, & Gurbaxani, 2004; Gordon & Loeb, 2006;
Hubbard, 2010).

Within this framework, the research problem is based on the multicriteria analysis of the
compliance for the improvement of information security. This requires the multicriteria calculation
to define priorities in the compliance variables by using Analytic Hierarchy Process (AHP) and the
Expert Choice Decision Support Systems (DSS). Therefore, the research purpose is to analyze the
institutional compliance which supports information security by using the AHP method, which is
presented by practical support.
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LITERATURE REVIEW

This work’s literature review considers the information security strategy, the security practices
and the compliance. The research methodology applied is subsequently presented by establishing the
type of Decision Support System (DSS) and the AHP multicriteria method used (Saaty, 1980).

Information security strategy

Information security studied by both scholars and professionals is a relatively modern concept
in the management field (Dhillon & Backhouse, 2000; Gordon & Loeb, 2006), which has had an
important impact due to the use of the Internet in businesses and the inherent risks of the net. Such
impact is also due to the identification of factors that influence the understanding about information
security in fee-based mobile services (Gao, Rau, & Zhang, 2018).

However, despite the acknowledgment of its importance, the reports and statistics from
international bodies suggest that there is still much to be done regarding information security, especially
in small-to-medium enterprises (SME) where the adoption rate of security strategies and policies is
lower than 21% (OECD, 2009; Giannakouris & Smihily, 2010), though it is increasing in recent
years. Dimopoulos et al. (2004) have also analyzed the security practices and the risk assessment in
SME by highlighting that due to their restrictions regarding experience, knowledge and budget, they
require a new risk analysis and management methodology approach.

The internationally known standards and models of information security management underscore
the need for considering information security in organizations as a process whose development must
start from the strategic level of the organization (BS7799-2, 2002; ISO/IEC 27001:2007).

In this sense, this work focuses on security strategy and policy (Ward & Peppard, 2002; Doherty
& Fulford, 2006; Von Solms & Von Solms, 2005; Park & Ruighaver, 2008) from a compliance approach
for information security to be no longer considered as an exclusively technical matter isolated from
the rest of the organization (May, 2003; Luftman, Kempaiah, & Nash, 2006; May & Dhillon, 2010).

It is, therefore, needed to deepen on multicriteria decision models which use variables
of the ISO/IEC 27002:2013 standard from a strategic approach that defines the priorities for the
organization’s security, especially regarding compliance, since this type of analysis is complex and
has a multidisciplinary nature. Thus, by also considering the little attention to this matter by security
literature in comparison with other more technical approaches (Botha & Gaadingwe, 2006; Park &
Ruighaver, 2008), this work is integrated with the decision matter to choose the best way for the
managers to provide with effective alternatives for information security control.

From strategy to security practices

From the reference works analyzed which underlie the topic, it is highlighted that security
strategy must be elaborated from a management approach, associated with the corporate strategy rather
than from a technical approach, which allows the setting of long-term security policies (May, 2003).
Organizations also need to formulate or reformulate strategies to the security of their information and
to reduce gaps which consider different knowledge levels in this important subject. They also need
to carry out condition analysis to motivate the adoption by taking into account the protection from a
more internal protection approach to a more systemic approach regarding resources, capabilities and
external environment (Horne, Maynard, & Ahmad, 2017).
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According to Wang (2005), information security strategy requires a long-term commitment
which must be materialized with regard to resources, business demands, and the context of each
company (elements that affect the enterprise). Therefore, the strategy is unique for each organization
by also considering professional competencies linked to the compliance behavior from the users
regarding information security policies (Tsohou & Holtkamp, 2018).

Doherty and Fulford (2005) explain the need of alignment between security policies and the
information systems’ strategic plan of the organization. Kim & Kim (2017) focus the information
security practices based on theory of planned behavior.

According to Park and Ruighaver (2008), information security strategy is the art of deciding
how to better use technology and appropriate information security measures and applying them in a
coordinated way to defend the organization’s information infrastructures against internal and external
threats by offering confidentiality, integrity and availability as cost-effectively as possible.

Hone and Ellof (2002) analyze security policy according to the international standards, pointing
out that the standards and companies have to work together to define what security policy should be.
May (2003) studies the relations among the corporate culture, the security strategy and the BS7799-2
standard and highlights the need of integrating the security strategy as part of the corporate strategy.
Nasir and Arshah (2018) lead the approach to the establishment of efforts to foster the information
security culture among employees, which is directly related to the security behavior in the workplace.
Likewise, (Li et al., 2019) have proved that when employees understand the policy and the company
security procedures, they are more competent and skillful in the assessment of cyber threats and in
the compliance with this type of protection.

The literature review highlights the need of defining the information security strategy, at the
higher organizational level, integrated into the corporate strategy and defined according to the context,
goals and business demands. Therefore, once its strategic significance is recognized, the security
policy must be developed as a dynamic process which establishes and monitors the compliance of the
guidelines, procedures and specific measures according to the information security goals set by the
strategy and standards that can be applied.

The information security’s goal is to ensure the information protection against unauthorized
access, by making it available at the right time in a reliable way. Thus, it is influenced by three
main characteristics: confidentiality, integrity and availability of the information (Awad, 2018;
Uddin & Preston, 2015, Safa et al., 2015, Sémola, 2014, Dhillon & Backhouse, 2000). Likewise, it is
important to underscore other requirements: (i) compliance — fulfillment of requirements (Buccafurri
et al., 2015; Safa, Von Solms, & Furnell, 2016); (i1) responsibility — to take on obligations and new
opportunities (Dhillon & Backhouse, 2000); (ii1) behavioral trust — accepted and agreed behavioral
patterns (Dhillon & Backhouse, 2000); (iv) ethics — informal behavior, moral values (Dhillon &
Backhouse, 2000); (v) security policies — employees’ statements and responsibility to safeguard the
information and resources (Bulgurcu, Cavusoglu, & Benbasat, 2010) and to follow codes of good
practices (Bloomfield et al., 2018).

Thanks to these requirements, information security reduces the impact or the probability of
security threats and weaknesses at an acceptable level for the organization (Singh & Margam, 2018).
Therefore, information security practices related to security technology adoption and to the user
behavior (Bulgurcu, Cavusoglu, & Benbasat, 2010; Sémola, 2014; Parsons et al., 2015; Safa et
al., 2015) are used so that the information security goals (Dhillon & Backhouse, 2000; Bulgurcu,
Cavusoglu, & Benbasat, 2010; Sémola, 2014; Uddin & Preston, 2015) can be addressed.
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The information security practices might reduce weaknesses, constrain the impacts, and
avoid the risks for the business (Sémola, 2014). In this sense, ISO/IEC 27002:2013 is underlined
since it specifically addresses information security practices through an appropriate combination of
organizational controls, policies and procedures and hardware and software functions. Thus, it can
be considered as the starting point to establish guidelines and targets to manage information security
(Rios, Teixeira Filho, & Silva Rios, 2017).

According to Sémola (2014), the ISO/IEC 27002:2013 standard represents an important
instrument that indicates which direction the companies concerned about the business operation,
the systems’ protection and the cyber security should take. The ISO/IEC 27002:2013 consists of 18
information security categories (the first four ones are introductory ones), where each one meets a
control goal (what it is expected to achieve) and the implementation guidelines (detailed information
about control support). Thus, these categories converge and contribute to the improvement of different
standards, architectures and cyber security patterns (Srinivas, Das, & Kumar, 2019).

This research contemplates the practices related to the section 18 domains — Compliance
(Sémola, 2014). The domains refer to: (D1) Identification of applicable legislation and contractual
requirements, (D2) Intellectual property rights, (D3) Protections of records, (D4) Privacy and
protection of personally identifiable information, (D5) Regulation of cryptographic controls, (D6)
Independent review of information security, (D7) Compliance with security policies and standards
and (D8) Technical compliance review.

According to the strategic approach explained and to an orientation to information security
practices, the research organizes a decision hierarchic model which integrates strategic variables from
the ISO/TEC 27002:2013 standard by aligning the information security policy with particular emphasis
on compliance to consider the most feasible way of protection against potential threats (Singh &
Margam, 2018). This theoretical-practical model expands the current approaches by establishing a
line of research to define the decision priorities by considering the strategic complexities through
pairwise comparisons among the different variables involved.

Compliance with standards and guidelines

Compliance refers to the fulfilment of the regulatory standards both in the internal and external
environment of the organization (Ferreira et al., 2014; Mateescu, 2015), which makes a good
governance possible since it requires transparency and commitment to the ethical standards, it helps
to reduce risks and safeguard the organization’s image (Oliveira et al., 2015). Torten, Reaiche, &
Boyle (2018) analyze the relation between the awareness of threats from IT professionals and their
behaviors of perceived severity, perceived vulnerability, self-efficacy, response efficacy, and response
cost.

Hina and Dominic (2018) contemplate compliance as the fulfilment of the information security
policies regarding information security culture, awareness, and management. These authors’ research
revealed that the information security compliance is poor, as well as the dissemination of information
security policies to employees. Merhi & Ahluwalia (2019) prove that non-compliance is related to
the resistance against information security policies by highlighting that morality and descriptive
standards reduce that type of resistance.

It is also noted that some information security incidents have been caused by poor management,
rather than by technological weaknesses. Therefore, organizations aim to improve information
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security by requiring the security guidelines fulfilment by the employees (Park & Chai, 2018).
However, this compliance requirement by means of standards and guidelines can give rise to loss of
motivation. According to Cong et al. (2017), users want to participate in an autonomous and active
way in the development of safe environments, while information managers and experts want to limit
that autonomy. This can lead to a restriction by avoiding the flexibility of administrative activities
through a strict control of the procedures.

Griffith et al. (2016), at the symposium organized by Fordham Journal of Corporate & Financial
Law, addressed compliance as a means to make sure that the employees or other parties are fulfill
the standards and the internal and external regulations of the organization. The authors state that
compliance makes risk assessment possible, but it can constrict the company’s activity.

Knuplesch and Reichert (2017) affirm that the major challenge for companies is to ensure the
compliance of their business processes. To that end, organizations use corporate guidelines, better
practices and standards. The authors underscore that the compliance standards must be accessible
for the specialists to apply and verify them. Likewise, they must avoid ambiguities and have an
automated processing.

METHODOLOGY

The Analytic Hierarchy Process (AHP) is used as Decision Support Systems (DSS) (Sprague &
Carlson, 1982; Aversa, Cabantous, & Haefliger, 2018; Keenan & Jankowski, 2019) with its different
generator systems. The Multiple Criteria Decision Making (MCDM) is a well-known multicriteria
methodological approach for the decision-making process. In addition, it has applications in many
areas of scientific and management knowledge, such as the selection of technological solutions, the
problems related to location, outsourcing or logistic providers selection (Bianchini, 2018).

The AHP method can be applied to solve problems that require assessment and measurements
by establishing weights to the different criteria that take action in setting alternatives, classifying
and prioritizing the different decision alternatives. This also happens in the study combined with
fuzzy logic applied to providers (Awasthi, Govindan, & Gold, 2018), as well as in Corporate Social
Responsibility (CSR) due to the strong influence in the environmental and social issues market (Abdul
et al., 2018).

The AHP technique is developed through six key stages SAATY (1980):
1. To define the problem and establish clear goals and the expected results.

2. To deconstruct a complex problem in a hierarch structure of decision elements. At the high
level of the hierarchy, the general goals and criteria are divided into particular goals or sub
criteria to reach the lowest level where the alternatives are located.

3. To make comparisons among pair-wise decision elements, creating matrices based on the
establishment of the relative importance among the factors of each hierarchic level.

4. To check the matrices’ consistency properties to ensure that the reasoning made by the
decision maker is coherent and consistent.

5. To estimate, according to the previous matrices, the relative weights of the decision elements.

6. Likewise, the way of adjusting or giving importance among the factors is established in
accordance with Table 1, which is presented below.
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Table 1. Weight definition scale in AHP.

1 Factor i is as important as factor j.

3 Factor 1 is slightly more important than factor j.

5 Factor 1 1s significantly more important than factor j.

7 Factor 1 is strongly more important than factor j.

9 Factor 1 is extremely more important than factor j.
2,4,6,8 Intermediate values.

Source: (Saaty, 1980; Cobo, Vanti, & Rocha, 2014).

The AHP method works according to a recommendable psychological judgment of 7 points
of difference with 2 variability points related to DSS (Hogue, 1987). It is possible to support the
resolution of little or non-structured problems by converging in an increase of links between criteria
and alternatives that create a new strategic decisions’ scenario, even achieving vague approaches
(Nazari et al., 2018) and complementary ones that take into account intangible knowledge derivatives
(Ishijaza & Siraj, 2018).

Data collection and analysis design

The data collection tool has been designed from an early stage to have the total control of the
process and the standard comprehension of what is related to compliance. Therefore, it has been
possible to understand the hierarchic structure and the processes that make exchanges in the pairwise
comparisons. Thus, a series of comparison questions have been established by using the Saaty scale
(1-9), and subsequently, the matrices have been organized together with the respondent by using the
Expert Choice software. Finally, they have been effectively applied to a medium-sized company in
the Brazilian industrial sector with a significant level of investment in R&D.

This has configured what was sought, the resolution of the problem of hierarchical design
research for multicriteria decision making that increases the institutional compliance considering
information security. Therefore, the hierarchic structure is established in 3 levels:

1 — Main objective: increasing compliance.

2 — Set of related criteria that involve:

» Standards.

» External regulation.

* Internal regulation.

* Risks assessments.

3 — Alternatives to increase the corporate compliance by considering information security:
(D1) Identification of applicable legislation and contractual requirements.

(D2) Intellectual property rights.

(D3) Protections of records.

(D4) Privacy and protection of personally identifiable information.
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(D5) Regulation of cryptographic controls.

(D6) Independent review of information security.

(D7) Compliance with security

policies and standards.

(D8) Technical compliance review.

Therefore, the hierarchic design has been carried out and the multicriteria decision making process and
its respective weights have been characterized. The company’s CIO need to understand and validate
these decisions by effectively collaborating. Figure 1 shows the hierarchic design implemented in the

Expert Choice DSS.

— Identification of applicable legislation and contractual requirements I

- Intellectual property rights |

— Protections of records 1

— Privacy and protection of personally identificable information |
— Standards J—
— Regulation of cryptographic controls J

— Independent review of information security ]

— Compliance with security polices and standards ]

— Technical compliance review 1

Increasing Compliance J—

—l Risks Assesments

— Internal Regulation J—

— External Regulation ]—

— Identification of applicable legislation and contractual reqLLirementsJ
— Intellectual property rights ]
— Protections uF‘records]

— Privacy and protection of personally identificable information ]
— Regulation of cryptographic controls J
— Independent review of information security ]

— Compliance with security policies and standards |

— Technical compliance re'u'iewJ

— Identification of applicable legislation and contractual recmlrements]
— Intellectual property rights j

— Protections of records I

— Privacy and protection of personally identificable information 1
— Regulation of cryptographic controls 1
— Independent review of information security ]

— Compliance with security polides and smndadsl

— Technical compliance review ]

Identification of applicable legislation and contractual requjrementsj

Intellectual property rights ]

Protections uF*records]

Privacy and protection of personally identificable information ]

Regulation of cryptographic controls J

Figure 1. Hierarchic design to increase compliance.
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Figure 2 plots the structuring of the research’s main goal with its respective criteria and
alternatives. Thus, the hierarchic model has been designed in an organized, effective and didactic
way by means of a user-friendly interface.

Increasing Compliance Protections of records 100 2
a Standarlds (L IJ'_") Privacy and protection of personally identificable information N
Wnternal Regu atl.nn (L:,069) Requlation of cryptographic controls 014
-] External Regulation (L: ,161) g i ; .
B Risks Assesments (L: 563) Independent review of information security 256
o Compliance with security policies and standards 187
Technical compliance review 082,
{ b

Figure 2. Goals, criteria/attributes and alternatives.

The matrices that are presented below for illustrative purposes will subsequently allow to
explain the applicability of the model.

Figure 3 represents the beginning of the pairwise comparisons by considering the main goal and
the crossing criteria.

RTEE432123456789

External Requlation ' Y Risks Assesments
el

Compare the relative importance with respectfo: Increasing Compliance

Standards Internal Re‘ExiemaI Rw‘Risks Asse

Standards
Internal Regulation
External Regulation

I
Risks Assesments ---

Figure 3. External regulation vs Risks assessments to Increasing compliance.

Figure 4 positions the pairwise comparison between the alternatives Identification of applicable
legislation and contractual requirements and Intellectual property rights from the standards’ point of
view.

Identification of appl|cab!e legislation and contractual K Intellectual property rights
requirements il;

Compare the relative importance with respect to: Standards

IdenliticntilInlellemual‘f‘ i 1Pvivacyu..l." lation Ind
ion of appli legislation and | requi

Intellectual property rights
Protections of records
Privacy and protection of personally identificable information
Regulation of cryptographic controls

Independent review of information security

Compliance with security policies and standards

Technical compliance review

Figure 4. Identification of applicable legislation and contractual requirements and Intellectual

property rights from the Standards’ perspective.
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Figure 5 shows the comparison matrix crossing Compliance with security policies and standards
with Technical compliance review from the Internal regulation’s perspective.

987654321234 56783
Compliance with security policies and standards S Technical compliance review
A

Compare the relative preference with respect to: Internal Regulation

Identificatiy Intellectual Protect (!Privacyanl" lation| Independ  Compli 1Technica|(

Identification of appli legislation and
Intellectual property rights

Protections of records

Privacy and protection of p lly identificable inf
Regulation of cryptographic contrals

Independent review of information security
Compliance with security policies and standards
Technical compliance review

Figure 5. Compliance with security policies and standards vs Technical compliance review from the Internal
regulation’s perspective.

Figure 6 shows the comparison matrix again, crossing the relative importance between
Compliance with security policies and standards and the Technical compliance review from the Risks
assessments approach.

987654321 234567883

Compliance with security policies and standards ' I Y Technical compliance review
ER

Compare the relative preference with respect to: Risks Assesments

Identificatit Inlellectual\Pruleﬂiune\Privacy an|." qul

Identification of appli legislation and
Intellectual property rights
Protections of records

Privacy and protection of p lly identificable inf
Regqulation of cryptographic controls
I dent review of information security

Compliance with security policies and standards
Technical compliance review

Figure 6. Compliance with security policies and standards and the Technical compliance review

from the Risks assessments approach.

Research context

Companies effectively invest in information security because it eliminates or reduces risks and
also improves information compliance by keeping a strong infrastructure of protection. Likewise,
they are often vulnerable to invasions or to the capture of their systems.

The company which has scientifically cooperated in this research is a medium-sized enterprise
who works in the Brazilian industrial sector and strongly invests in information security, advanced
technology, and research and development. In addition, it produces with significant differentials
in comparison with its competition. However, such company has requested to remain anonymous
because it is a sensitive subject and because it collaborated at a specific time.
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The research findings are presented below, highlighting that the responses given by the executive
(CIO) were used. Such executive was in charge of the information and the information security of the
company.

RESULTS AND DISCUSSION

A practical data collection approach has been used to present the results and to understand the
process. First, the matrices have been completed and then there has been an evolution to the display
of the results and their respective weights.

Figure 7 presents the results matrix of the relative importance comparative analysis between the
decision criteria established at the first level. The results show that Risk assessments is established
as the most significant criterion to Increasing compliance regarding the information security
improvement. Then, the criterion Standards has the second position. It should also be noted that the
matrix shows an inconsistency level at 0.09, which is an acceptable level for generating pairwise
results in the AHP method.

98765432123456783%

Internal Requlation Risks Assesments

1
L

Compare the relative imp with respect to: | ing Comp

3

Standards | Internal Re External R Risks Assesmi
Standards 3.0 20 4,0

Internal Regulati [ ] 40 50
External Regulati --- 40
Risks Assesments --_

Figure 7. Results between Internal regulation and Risks assessments to Increasing compliance.

Figure 8, which is presented below, relates the results between the Identification of applicable
legislation and contractual requirements and the Intellectual property rights regarding Risks
assessments. With regard to Risks assessments, the primary importance is for the Independent review
of information security criterion, followed by the Compliance with security policies and standards
criterion in the second position. In the comparison matrix of relative importance, the inconsistency
level is exactly at 0.10, which is an acceptable level with the method used.

Identrfication of applicable legislation and contractual 9 8 7 6 5 4 3 2 ‘ z 3 4 5 6 7 8 9 ;
requirements J| Intellectual property rights

Compare the relative preference with respect to: Risks Assesments

Identificati Inlelledual\ Prntectiuns| Privacy and pr| R
Identification of appli legislation and | requi 2,0 20 A

Intellectual property rights -- 2,0
Protections of records ---
Privacy and p ion of p lly identificable infi
Regulation of cryptographic controls

Independent review of information security
Compliance with security policies and standards
Technical compliance review

Figure 8. Results between Identification of applicable legislation and contractual requirements and Intellectual property
rights regarding Risks assessments.
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Figure 9 shows the crossing between Identification of applicable legislation and contractual
requirements and the Intellectual property rights with regard to the Standards. The comparison
matrix of decision alternatives also reveal that the company has to pay attention to information
security analysis and to the compliance with security policies and standards. Likewise, the corporate
practices that identify the applicable legislation are also important. The results show in the matrix the
comparisons among the different decision alternatives regarding Standards.

|dentification of applicable legislat 4 contractual 387654321234567839
entification of applicable legislation and contractual ) onvonmuocacocool Intelleslual properly rights

requirements il

Compare the relative preference with respect to: Standards

entificati( Intellectual Protections Privacy and pr| R

ion of i islation and
Intellectual property rights
Protections of records
Privacy and ion of
Regulation of cryptographic controls
Independent review of information security
Compliance with security policies and standards
Technical compliance review

Figure 9. Results between Identification of applicable legislation and contractual requirements and Intellectual property
rights with regard to Standards.

Figure 10 shows the pairwise evaluation between the Identification of applicable legislation and
contractual requirements and the Intellectual property rights regarding Internal regulation. The matrix
represents the relative assessments among the different alternatives regarding the Internal regulation
criterion.

Identification of applicable legislation and contractual

requirements JI Intellectual property rights

Compare the relative preference with respect to: Internal Regulation
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Technical compliance review

Figure 10. Results between Identification of applicable legislation and contractual requirements and
Intellectual property rights with regards to Internal regulation.

Figure 11 considers the crossing between Identification of applicable legislation and contractual
requirements and Intellectual property rights regarding External regulation. In the matrix, alternatives
cross each other at the External regulation hierarchic level, thus proving the primary importance of
Independent review of information security, followed by the need of Identification of applicable
legislation and contractual requirements, which also presents a high impact to increase compliance
with the External regulation applicable to the institution.
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Figure 11. Results between Identification of applicable legislation and contractual requirements and Intellectual
property rights with regard to External regulation.

Figure 12 presents the alternatives’ results considering all the criteria. Therefore, a ranking by
priority among each variable applied in the company can be seen.

Increasing Compliance]
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Independent review of information security 256

Compliance with security policies and standards 187
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Figure 12. Results of the different alternatives considering all the decision criteria.

Figure 13 shows all the results, which point out the path to follow by managers and people
in charge of information security to increase the corporate compliance. This figure highlights the
importance of the independent reviews of information security, as well as the compliance with
security policies and standards. However, the information privacy, the cryptographic controls and the
technical requirements play a smaller role in the decision-making process to increase the company’s
compliance. It should also be noted that the prioritization of alternatives has a general inconsistency
level at 0.10, which is highly recommended in the AHP method.

Synthesiz with respect to: Increasing Compliance
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Technical compliance review ey 00 |

Figure 13. Synthesis of the alternatives’ prioritization regarding Increasing Compliance.

Figure 14 presents the different graphs available in Expert Choice DSS. One of them is the
sensitivity analysis, which allows to change every decisional variable and check the results regarding
the others in terms of prioritization.
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Figure 14. Results with sensitivity analysis.

All the results have been validated by the company’s CIO. The executive has confirmed the
results but didn’t authorized to disclose the name of the company because their scientific contribution
is based on the own company’s culture, policies and management of the standards and information
security. The important aspect is that the decision theory and the compliance with the information
security practices have been linked, validating this connection in a real industrial environment and
in a non-profit work. Therefore, the problem of information security in the business world has been
approached to the scientific research field in order to bring approaches and solutions closer that can
guide the compliance and security policy in companies.

CONCLUSIONS

Information security involves the protection of information assets, which requires a significant
consideration of the strategic, organizational and IT governance variables, and the analysis of the
different issues related to the compliance with international standards that regulate business actions.
By taking into account this need and the lack of current studies that address these issues, the compliance
analysis research problem has been addressed to support and improve information security by using
different variables from the ISO/IEC 27002:2013 standard.

The work has focused on the application of the Analytic Hierarchy Process method and on
the Decision Support Systems by using the Prof. Saaty’s Expert Choice DSS. This has allowed the
structuring and the practical processing of the hierarchic design created from the decisional analysis.

The research has been developed in an industrial company, emphasizing that this is a non-profit
work. This company, which stands out at a national level because it intensely invests in technology
and information security, has cooperated by means of its CIO, who has answered to the questions
raised by reflecting on every process of the ISO/IEC 27002:2013 standard - compliance practices
turned into criteria-.

The generated prioritization results have been considered as coherent, regarding the daily activity
of the company, by the CIO in charge of the information security. By taking into account the standard
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control goals and the information security revisions needed, the main control practice to improve
the corporate compliance is the D6 “Independent review of information security”, followed by the
D7 “Compliance with security policies and standards”. Likewise, in the legislation and contractual
requirements compliance framework is confirmed that the D1 practice: “Identification of applicable
legislation and contractual requirements” also contributes to improving the institutional compliance
for a greater control of information security.

Therefore, it is proved that the multicriteria decision without a specific method that achieves the
7 variability psychological judgements, which cannot be calculated by humans, are often compensated
by the managers according to the company’s daily experiences at its different organizational levels —
strategic, tactical and operational —. Thus, the executives can take part of a complex decision process
by continuously interacting in situ with all the corporate activities or processes that coexist on a daily
basis.

As a work limitation, it has been identified that many times the security standards, because
they are very technical, generate doubts when they are crossed to establish their relative importance.
This is why they have been checked several times: the daily activity does not imply knowing their
definitions for each process.

In future works it is needed to research to obtain a greater integration between the security
standards and the control of management approaches. This integration can be addressed through the
adaptation of the standard to different organizational and cultural environments.
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